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2014-15 IT Citywide Technology Assessment Recommendations
	In Process
(Behind Schedule)

	Situation: BTS currently lacks a business continuity plan and does not have a current assessment of the risks to its technology services. BTS seeks to establish a Business Continuity Plan including a risk mitigation analysis to establish annual and ongoing costs to mitigate significant threats to the City’s technology services. This will require City Bureaus to provide information on their essential functions and any technology services necessary to operate these essential functions. The Plan includes:
· External vendor, BOLDPlanning, hired to conduct Business Impact Analysis (BIA) and Business Continuity Plan (BCP). BIA completion expected in fall 2014. BCP completion expected in spring 2015. 

· BTS is in the process of piloting the Bureau BIA data collection and has begun this effort with the Bureau of Emergency Communications. 

· BTS has allocated one FTE for FY 2014-15 to ensure the development of a Business Continuity Plan; personnel cost $138,000.

· BTS is investing in a Cyber Security Audit for FY 2014-15 to ensure best practices that will protect City of Portland data and services; audit services cost $100,000.

· Vendor (BOLDPlanning) Project costs $100,000.
Barriers: 
· Timely Bureau participation- Bureaus may have other priorities that limit their ability to participate in the BIA process in a timely manner.

· Limited Manual Processes- There may be some technology services that have no manual process and therefore will not have a way to continue operations if they break down.

· Limited BTS Restoral Processes- BTS may have limited or no restoral processes for certain technology services. This will require additional BTS effort to create such restoral processes, particularly in the event that the 3rd floor data center is nonfunctional. 
· Costly Risk Mitigation- Some risks to technology services may have significant one-time and ongoing costs to mitigate certain service risks. Bureau Directors and City Council may have a limited appetite to mitigate risks due to the associated costs.
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	Objective (Benefits over 5 Years)
	No.
	Strategy

	Action Plans/Status 


	· Minimize financial loss to the City (e.g., a five day outage of the City’s core IT 

infrastructure would cost the City approximately $5,000,000 in lost productivity)

· Continue providing critical services to Bureaus and citizens

· Mitigate effects of service disruptions on Bureau strategic plans and reputation
Sierra

1. Prioritize BCP & DR; identify team with defined roles & responsibilities (R-TII-08) 
2. Allow bureaus to select (reduced/tiered) service levels to offset BCP costs (R-TIV-30)

3. Conduct Business Impact Analysis ($90K Work Effort) by Fall 2014 (In Process)

4. Create BCP Analyst Position (1 FTE/$137K/yr X5) (In Process)
Business Case Recommendation:  

Pursue – Based recommended best practice within IT service management, all businesses should have a BCP to identify their critical services and mitigate the impact of a service outage. Based on previous BTS risk mitigation estimates, the costs to mitigate risks associated with a third floor data center outage would be in excess of $500,000 per year.  


Targets



· Hire outside vendor to conduct BIA and BCP.(started January 2014 through December 2015)
· Engage Bureaus to provide relevant BIA data (with Recovery Time Objective (RTO), availability, & Recovery Point Objectives (RPO)).
· Creation of a Business Continuity Strategy document that include risk mitigation strategies with one time & ongoing costs to mitigate risks associated with BTS technology services; hire FTE to ensure BCP developed timely (FY14-15)
· Creation of shared vision with the BTS Leadership Team regarding service restoral priorities.

· Creation of a technology BCP and tabletop exercise to test BTS capability to execute the BCP. 
· Contract to provide Cyber Security Audit 



Unresolved Issues



· One-time and ongoing funding to mitigate identified service risks.

· Timely Bureau participation in documenting critical services, RTO and RPO objectives. 
	1.
	Collection of Bureau & BTS BIA Data
	1.1 Engage Bureau staff in collection of BIA data. Utilize BOLDPlanning and Technology Business Consultants (TBCs) to assist in BIA data collection. (in process)
1.2 Confirmation of BIA data with City Bureau Directors. (in process)
1.3 Organize and collect BTS data on the location, support personnel and other relevant data regarding BTS services that are in support of Bureaus’ critical technology services. (in process)


	· 
	2.
	Creation of Business Continuity Strategies (BCS) Document
	1.4 Research risk mitigation strategies (including cost) with BOLDPlanning. (in process)
1.5 Collaboration with BTS BLT on accuracy and completeness of BTS BCS. (December 2015) (in process)


	· 
	3.
	Creation of Technology Business Continuity Plan
	1.6 Completion of BIA and BCS document. (December 2015)


	· 
	4.
	City Council Outreach on Risk Mitigation Strategies
	1.7 Conduct IT Executive Steering Committee (ITESC) outreach to obtain support on budget requests for risk mitigation strategies. (January 2015)
1.8 Conduct City Council outreach to obtain financial support for risk mitigation strategies. (January 2015)

	· 
	5.
	Conduct BCP tabletop exercise
	1.9 Conduct informal RFP for BCP tabletop exercise. (Summer 2015 Completion)



Cost Benefit Analysis:
	Cost Summary (estimate)
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	BCP Business Impact Analysis
	100,000
	 
	 
	 
	 

	BC Plan
	138,000
	100,000
	100,000
	100,000
	100,000

	BCP Audit
	100,000
	TBD
	TBD
	TBD
	TBD

	Annual Cost
	438,000
	200,000
	200,000
	200,000
	200,000

	Total Cost
	1,238,000 

	 
	 
	 
	 
	 
	 

	Benefit Summary (estimate)
	 
	 
	 
	 
	 

	In event of disaster, loss of revenue, insurance deductible, defending lawsuits, intangible reputation or political costs
	2,000,000 
	2,000,000 
	2,000,000 
	2,000,000 
	2,000,000 

	Blackouts, equipment failures, human errors, hacker attacks, natural disasters (industry predicts failover of part or all environment each year.
	 
	 
	 
	 
	 

	Does not account for harm to reputation or worse causes injury or death; e.g., in case of critical application or data loss with emergency responders
	 
	 
	 
	 
	 

	Annual Benefit
	
	
	
	
	

	Total Cost
	 

10,000,000


	
	
	
	
	
	 

	Benefit to Cost ratio
	4.56:1 
	10:1
	10:1
	10:1
	10:1
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Savings: $0  $10M  $20M    $30M
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