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Programmatic and Structural Controls
There are three areas of risk to always been cognizant of in order to ensure
security in any computer system:
• Confidentiality: Unauthorized disclosure of data
• Integrity: Unauthorized modification of data
• Availability: Denial of service (a lack of availability of computing resources)
The City’s SAP deployment is secured using industry-standard systems and best
practices. The City has in place security safeguards for the SAP system
covering:
•
•
•
•
•
•

Physical Security (Data Center Access and Physical Systems)
Network Security (Firewalls, Authentication Systems, VPN Security)
Malware Prevention (Anti-Virus)
Security Monitoring (Active Monitoring of the Landscape)
Incident Management (System Back Up, Disaster Recovery Procedures)
Etcetera.

There is, of course, are additional layers of security in SAP and that is the focus
of this document: To explain to you, the end-user of the system, the two
additional security layers that affect you directly:

Physical Security
Storage Security
Access Mgmt.
Network Security
Internal Controls

• Role-Based Access Controls in the SAP System
• A Policy of Segregation of Duties within the Roles
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Role-Based Security
In the SAP system, both application security and
unauthorized system access to SAP have to be
controlled. The user accounts defined for users in the
SAP system are secured by roles that grant
authorizations to them. SAP authorizations control
access to transactions. SAP role authorizations also
control what can be performed within a specific
business process step by:
• Keeping unauthorized persons out of a specific
part of the system
• Safeguarding the data from damage or loss
In SAP, roles are usually related to the job that you do
and are closely matched to the business processes
mapped to the SAP system.
So a role name may even be the same as the realworld function that an employee performs.
For example:
Timekeepers have the role:
RP_S_TM_TIMEKEEPER
Bureau Buyers have the role:
RP_S_MM_BUREAU_BUYER

Above: An example set of roles as assigned to an employee. From
this you can see that this person is a Timekeeper, Bureau Buyer,
General Ledger Processor, and Contract Administrator.
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Role-Based Security
What Makes Up A Role?
Roles are composed of:

1.
2.
3.
4.

Transaction Codes
Profile(s)
Authorization Objects
Organization Level(s)

Transaction Codes: SAP Transaction codes
transactions are applications (programs) that
perform a certain function within a given module.
Modules are the functional areas of SAP for
specific lines of business like Accounting or
Human Resources. Within those larger modules
are smaller modules like Accounts Receivable or
Payroll.
Specific transactions, like PA20 – Display HR
Master Data for example, activate a program
(the transaction) in the Personnel
Administration module that permits an
authorized user to see personnel data on an
employee.

Profile: Profiles are the objects that actually store the
authorization data and Roles are the Container that contains
the profile authorization data.
Authorization Objects: Objects that define the relation
between different fields and also helps in restricting/ allowing
the values of that particular field.
Authorization objects are actually defined in programs that are
executed for any particular transactions. We can also create
custom authorization objects for any particular transaction
(generally custom transaction).
Organization Level: This defines actually the organizational
elements in SAP. For example, Company Code, Plant,
Planning Plant, Purchase Organization, Sales Organization,
Work Centers, etc.
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Role-Based Security
What Makes Up A Role?
At right is an example of the Timekeeper role
expanded to show what transactions (t-codes) are
within it.
If you read the t-code title text, you’ll see that all the
transactions are within the Time Management and
Personnel Administration Modules of the larger
Human Capital Management (HCM) module. This
ensures that a person only granted the Timekeeper
role only has access to HR data; not finance or any
other kind of data.
However, an individual employee CAN have a
Timekeeper role and also be a Financial Analyst
giving them access to certain finance data as well.
As long as they have authorization to specific roles,
there is usually not a problem with someone having
roles in multiple modules covering multiple business
processes.
There are some exceptions and we’ll explain that in
the final section covering Segregation of Duties.
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Role-Based Security
How Are Roles Assigned?
You receive roles one of two ways:

Automatically
After your Bureau HR processes your new hire or change
information you will automatically receive:
New Hires: An SAP User ID and account. This will be
communicated to you by your Bureau HR person (usually the
Operating Bureau Personnel Administrator (OBPA) or by your
Supervisor).
Existing Employees: If you change positions, your new position
typically already has the roles you will need on it. You inherit those
roles and use your existing SAP credentials to access the system.

Assigned by Manager & Change Agent
If role changes need to be made to your SAP account, usually your
supervisor requests that your Bureau Change Agent assign specific
roles. Change Agents have knowledge and access to help with
such role requests.
If you have a role issue of any kind, let your supervisor know or
contact your bureau’s Change Agent. A contact list can be found
on the EBS website, linked at the right.
LINK: City Change Agents Contact List
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Segregation of Duties
Incompatible duties or responsibilities occur when a single
person has been given or allowed access that could
potentially be used to carry out and conceal errors and/or
irregularities in the course of performing their day-to-day
activities.
Some examples of incompatible duties are:
• Authorizing a financial transaction, then receiving and
maintaining custody of the asset that resulted from the
transaction.
• Receiving checks (payment on accounts receivable) and
approving write-offs.
• Depositing cash and reconciling bank statements.
• Approving time cards and having custody of paychecks.
• Having unlimited access to alter or adjust assets and
accounting records, and computer terminals and
programs.
To avoid these kinds of problems certain roles in SAP
CANNOT be held together by the same employee. The
Controller is responsible for ensuring internal controls in all
aspects of the City’s operations and specific to SAP is in
charge of the Segregation of Duties Policy for SAP Role
assignments. This policy conforms with the City’s law as
articulated in administrative rule FIN 6.15 – Internal Controls
and Management’s Responsibility.
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is a critical policy to
ensure that one
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possess two or more
roles in SAP which
are a risk to the City’s
operations.
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Segregation of Duties
Based on the policy, as set by the controller, the EBS
team maps into the role assignment function controls
so that conflicting roles are blocked from being
assigned to more than one person.
In extremely rare cases, a temporary exception to this
process can be granted to the policy. But it must be
approved by and monitored by the Controller and the
Controller’s team. If you require an exception, you
must apply through EBS for such an exception.
Contact them for more details.

Segregation of Duties List
If you want to know what roles conflict, the EBS Team
maintains a current list on their website. It reflects
the rules programmed into SAP to ensure conflicting
roles are never assigned to the same person. It can
be found [ HERE ].
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